
BAGY OUSSAMA 

Final-Year Engineering Student — Cybersecurity & Telecommunication Systems 
+212 6 87 67 77 32 | o.bagy0805@uca.ac.ma | linkedin.com/in/bagy-oussama-2ba1242a8 | bagy-portfolio.vercel.app 

Final-year Engineering student in Cybersecurity & Telecommunication Systems at ENSA Marrakech, with hands-on experience in 
vulnerability management (CVE-based assessment, network reconnaissance) and DevSecOps CI/CD security integration (SAST/DAST 
pipelines, AI-assisted code analysis with CodeBERT/CodeT5). Also experienced in SOC monitoring architecture design (Splunk, Zabbix, 
Wazuh, TheHive) and offensive security fundamentals (Nmap, SQL Injection, XSS). Actively seeking a 6-month final-year internship (PFE) 
in Cybersecurity, DevSecOps, Cloud Security, or SOC/Blue Team, starting February/March 2027. 

EXPERIENCE 

Cybersecurity Intern (PFA) — Optipark                                                                                                                          Jul – Aug 2026 

•​ Designed and deployed an internal SOC monitoring architecture using Splunk (log ingestion, correlation & SIEM) and Zabbix (infrastructure & 
availability monitoring), building dashboards and alerting rules for real-time security event visibility 

•​ Performed network discovery and reconnaissance (Nmap) to map hosts, open ports, and protocols across the internal network, 
cross-referencing findings with CVE databases to scope and prioritize the SOC's monitoring coverage 

Cybersecurity Intern — ABSEC                                                                                                                                        Jul – Aug 2025 

•​ Built a GitLab CI/CD pipeline with automated SAST/DAST scanning integrated at commit stage 

•​ Implemented AI-assisted vulnerability detection using fine-tuned CodeBERT and CodeT5 models to analyze commits and flag insecure code 
patterns automatically, improving the security posture of the SDLC 

Red Team Intern — Hack Secure                                                                                                                                     Apr – May 2025 

•​ Conducted network reconnaissance and web application penetration testing (Nmap, Dirb, Gobuster, Wireshark) under the mentorship of 
senior Red Team professionals 

•​ Identified and exploited SQL Injection and XSS vulnerabilities in test environments, documenting findings and remediation recommendations 

PROJECTS 

▸ Next-Generation DevSecOps Platform — github.com/bgoussama/next-gen-devsecops 

•​ Engineered an AI-powered platform (Groq LLM) that converts natural-language infrastructure requirements into validated DevSecOps and 
Infrastructure-as-Code artifacts 

•​ Automated security checks, cloud provisioning (AWS) and CI/CD execution using Jenkins, Terraform, SonarQube and Trivy, with a FastAPI 
backend and React frontend 

•​ Delivered real-time deployment monitoring through Prometheus and Grafana dashboards 

▸ Cyber Chaos Arena — Self-Healing HoneyNet — github.com/bgoussama/SOC-Self-Healing-HoneyNet 

•​ Designed a centralized SOC architecture on GNS3 with Wazuh, TheHive, Cortex, and Shuffle (SOAR) 

•​ Deployed an OPNsense firewall against simulated Kali Linux attacks; built automated detection rules and response playbooks 

▸ TLS Posture Analyzer — github.com/bgoussama/TLS-Posture-Analyzer 

•​ Built an Android tool to assess TLS configuration, Network Security Config, and certificate validation 

•​ Identified common misconfigurations in mobile application TLS trust chains 

TECHNICAL SKILLS 

Cybersecurity: Vulnerability Assessment, CVE Analysis, Wazuh, TheHive, Cortex, Shuffle (SOAR), Splunk, Zabbix, Burp Suite, Metasploit, Kali 
Linux, Nmap 

DevSecOps & AI Security: GitLab CI/CD, Jenkins, Docker, Kubernetes, Terraform, SonarQube, Trivy, Groq API, CodeBERT, CodeT5 

Programming: Python, Java, Bash, SQL, React, FastAPI 

Infrastructure: Linux, Windows Server, Active Directory, VMware ESXi, Prometheus, Grafana 

Networking & Cloud: VLAN, VPN, IDS, pfSense, OPNsense, AWS, Network Discovery 

EDUCATION 

École Nationale des Sciences Appliquées de Marrakech (ENSA Marrakech) 

Engineering Degree in Cybersecurity & Telecommunication Systems | 2022 – 2027 

CERTIFICATIONS 

Security Engineer (TryHackMe) | Cisco – Introduction to Cybersecurity | ISC2 – Security Principles (CC) | TryHackMe – Cyber Security 101 | 
TryHackMe – Pre Security (Legacy) | ISC2 – Certified in Cybersecurity (CC) 

LANGUAGES 

English – B2 | French – B2 
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